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Web Attack Detection
And Response With
Agentic SOC

Web attacks are promptly detected by the
MXDR platform, which triggers alerts. The
agent enriches context using historical data
from Platform DB and Gen Al to create detailed
incidents and recommend tailored actions.

Detect and
Alert Attacks

The MXDR platform monitors web
traffic logs and promptly detects
attacks, generating alerts for further
investigation. Immediate detection is
key to timely response.

Gather Context & Use Gen
Historical Data y Al Analysis

Upon alert, the agent queries the ProACT
database for past alerts, incidents, and
recent logs to obtain comprehensive
context about the impacted host.

Tailor WAF
Maturity Tips

Incident recommendations are fine-tuned
considering the presence and maturity
level of the Web Application Firewall
deployed in the client environment.

Close Incident
& Notify

After mitigation actions complete, the
incident is closed and a notification is
promptly sent to the client, ensuring
awareness of resolution.

Integrate
with Security

MXDR integrates with security
tools for alerting, incident, and
remediation

Gen Al analyzes collected artifacts,
synthesizing data to produce an
incident report with detailed insights
and tailored recommendations based
on environment specifics.

Execute Response
via SOAR

SOAR platforms seek necessary
approvals and automate actions such
as firewall IP blocking and WAF rule
enforcement to mitigate detected
threats swiftly.

Continuous
Monitor

The system continues monitoring
post-resolution, refining detection
and response strategies to enhance
security posture over time.

Ensure Compliance
& Report

Detailed incident records and audit
trails support compliance mandates
and provide transparency for security
operations and governance.

Empower Teams
\ with Al Insights

' Teams use Al analysis for faster,
smarter incident decisions.




